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«CETEBOE U CUCTEMHOE
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KoHKkypcHOE 3a1aHHEe BKIIIOUAET B ce0s1 CIIEIYIOIINE PA3AEIIBL:

®opMbI yyacTus B KOHKYpCe

3agaHue 1Sl KOHKypca
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1. ®OPMbI YUACTHUS B KOHKYPCE

NuauBuayanbHbld KOHKYPC.
2. BAJAHHUE JJIs1 KOHKYPCA

CopepxaHueM KOHKYPCHOTO 3aJaHUsl SBJISIOTCA padOTHl MO IYyCKO-HajaaKe
CETeBOM HMHQPPACTPYKTYphl Ha 0a3e COBPEMEHHOTO CETEBOr0 OO0OpYyJOBaHHUS U
orepanuoHHBIX cucteM cemeiricta Windows u Linux. YyacTHUKH COpeBHOBaHUH
MOJIY9al0T WHCTPYKIUIO, CETEBBIC JMArpaMMbl U METOIUYECKUE PEKOMEHIAIUH TI0
BbIMoNHEHN0. KOHKypcHOe 3amaHne WMeeT HECKOJBKO MOMAYJCH, BBITOIHIEMBIX
MOCJIETOBATENBHO.

3amaHne pPETHOHATBHOTO UEMIIMOHAT SBISETCS YTBEpXKISHHBIM. B  HeMm
MPUCYTCTBYIOT 3 U3 5 MoayJieH, T.€. BO3MOKHO Ha0paTh MakcuMasibHO 45 u3 100 6ainoB

Konkypc Bkmouaet B cebs Ilycko-namanky uHppacTpykTypel Ha ocHoBe OC
cemeiictea Linux; Ilycko-mamanky wunpactpykrypsl Ha ocHoBe OC cemeiicTBa
Windows; ITycko-Hanaaky TeIeKOMMYHHKAIIMOHHOTO 000y I0BaHHS.

OxoHyaTenbHass METOJMKA MPOBEPKU YTOUHSIOTCS wieHamMH Xiopu. OleHka
MPOU3BOANUTCS B OTHOIICHUH PabOThI Moysnel. Eciin yuacTHUK KOHKypca HE BBITTOTHSIET
TpeOOBaHMUSI TEXHUKH OE30MaCHOCTH, MOJBEPracT OIMACHOCTH Ce0s WM JPYTUux
KOHKYPCAHTOB, TAKOW YYaCTHUK MOKET OBITh OTCTPAaHEH OT KOHKYpCa.

BpeMms u gerany KOHKYPCHOTO 3aJaHHS B 3aBUCHMOCTH OT KOHKYPCHBIX yCIIOBUN
MOTYT OBITh HM3MEHEHBI WICHAMH JKIOpH, TI0 COTJACOBAaHUID C MEHEIKEPOM
KOMITCTCHITHH.

KonkypcHOE 3aaHue JIOJDKHO BBIONHATHCS MO MOJYJIBHO, ITUKIUYCCKH I10
moayisim A-B-C. Ouenka kaxaoro Moaysist mpoucxoaut ExenHeBHo.

3amanus pa3paboTaHbl W MPOTECTUPOBAHBI TPYMIONH CEPTHPHUITMPOBAHHBIX
AKCIIEPTOB:

Moy KOHKYPCHOTO 3a1aHUs Poib ®UO Dkcnepra

Monyns A: «llycko-nanagka | Bexymmii pazpaboruuk | H.O. Cunaen

uHppactpykrypsl Ha ocHoBe OC

o : I'pynna pa3paboTku AT. ViiMuu
cemeiictBa Linuxy» pyTiia pasp

['pynna pa3zpaboTku M.M. ®yuko

Monynes B: «llycko-nananka | Bemymuii pazpabotunk | J1.B. J{rorypos
uH}ppacTpykTypbl Ha ocHOoBe OC
cemeiictBa Windowsy

Monayns C: «llycko-nanagka | Bemymmwmii pazpabotuuk | C.1. JloOpsiHUHUH
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Riiccin
LIL™

TEJICKOMMYHHUKAIIHOHHOTO
000pyI0BaHUS»

['pynna pazpaboTku

A.A. lllepOuHMHUH

['pynma pa3paboTku

A.l'. ViimuH.
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3. MOAYJIN 3AJAHUSA N HEOBXOAUMOE BPEMAS
Mosynu u Bpems rpueeHsl B Tadnuue 1
Tabmuua 1 — BpeMst BbIIOTHEHUE MO IS
Ne PaGouee Bpewms Ha
HaunmenoBanue momyJis
/o BpeMs 3aJaHue
1 |Monyns A: «Ilycko-Hananka HHPPACTPYKTYphl HA | o
o . = = 51,
ocaose OC cemeiicTBa Linux» S = O
2 |[Mogayns B: «Ilycko-Hanagka uHGPACTPYKTypsl Ha E, % ?;é Su.
ocuoBe OC cemeiictea Windows» ‘Eé g >
3  |Moayns C: «Ilycko-nanazxa | & & E .
q.
TEJIEKOMMYHHUKAIIUOHHOTO 000PYIOBAHUS 5 %
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Monyns A: «llycko-Hamaaka wuHppacTpykTypel Ha ocHoBe OC

cemercTBa Linux»
Bepcus 1 ot 01.09.18.

BBE/[EHUE

YMmenue paboTaTh ¢ CHCTEeMaMH Ha OCHOBE OTKPBITOTO MCXOJHOTO KOJAa CTAaHOBUTCS Bce Ooiee
BAJKHBIM HABBIKOM I T€X, KTO KeJaeT IOCTPOUTH ycnemHyr kapeepy B UT. JlaHHOE€ KOHKypcHOE
3aJIaHUE  COACPKUT MHOXKECTBO 3a/a4, OCHOBAaHHBIX Ha ONBITE pPEAJIBHONM JKCILIyaTaluu
MH(OPMALIMOHHBIX CHCTEM, B OCHOBHOM, MHTErpaluu M ayTcopcuHre. Eciiu Bbl MOXeTe BBIIOJHUTH
3aJlaHue C BBICOKUM pe3yJlbTaTOM, TO Bbl TOYHO CMOXeTe OOCIyKMBaTh HH(DOPMAIIMOHHYIO
UHGPACTPYKTYpy OOJBIIOTO MPEITPHUITHS.

OIIHCAHHUE KOHKYPCHOI O 3A/TAHHUA

JlaHHOE€ KOHKYpCHOE 3a/laHue pa3padoTaHO C HCIHOJb30BAHUEM PA3IUYHBIX OTKPBITHIX
TEXHOJIOTHH, C KOTOPBIMHU BBI JIOJKHBI OBITH 3HAKOMBI 110 cepTuukanuonasiM Kypcam LPIC u Red Hat.
3aaHus OJIEJICHB] Ha CIEAYIOIINE CEKIIHNU:

— basoBas konpurypamus

— Kondurypauus cereBoit UHQpacTpyKTypbl

—  Ciy>x0BbI IGHTPAJTM30BAHHOTO YIPABJICHUS U KYPHAIUPOBAHUS

— Kondurypanus cinyx6 ynaneHHOro 0cTymna

— Kondurypamus Be6 ciyx 06

— Kondurypauus ciayx6 xpaHeHHUs JaHHBIX

— Kondurypanus napamerpoB 6€30MaCHOCTH U CITY>KO ayTeHTH(PHUKAIIUN

Cekunu HE3aBUCHUMBI JIpyT OT Jpyra, HO BMecCT€ OHH O00pa3yloT JOCTaTOYHO CIIOKHYIO
uHppacTpykTypy. HekoTopble 3agaHus AOCTATOYHO NPOCTHI M MOHSTHBI, HEKOTOPHIE MOTYT OBITh
HEOUEBUIHBIMU. MOXKHO 3aMETUTh, YTO HEKOTOPHIE TEXHOJIOTHH JTOJIKHBI pab0TaTh B CBSI3KE MM MOBEPX
Apyrux TexHonoruil. Hampumep, auHamuueckas MapLIpyTH3alMs JOJDKHA BBINOJNHATH IOBEPX
HAaCTPOEHHOI'0 MEKIy OpraHu3alusIMy TyHHeNs. BaXkHO MOHMMATh, YTO €CiM BaM He YJalloch HACTPOUTh
MOJTHOCTBIO TEXHOJIOTMYECKHH CTEeK, TO 3TO HE 03HAYaEeT, YTo paboTta He OyJer oueHeHa. Hanpumep, s
yIAJIEHHOTO JI0CTyla HeoO0XoauMo HacTpouTh IPsec-TyHHenb, BHYyTpH KoToporo opranuzoBatb GRE-
TyHHeNb. Eciu, Harpumep, BaM He yaaiiock HacTpouts IPsec, HO Bbl cmornu HacTpouth GRE, To BbI Bce
elle MoIy4nuTe Oabl 32 OPraHU3alMIo yAaJeHHOIO JOCTYIIA.

HHCTPYKLUH JTVIA YHACTHHUHKA

B nepByto ouepeap HE0OX0AUMO TPOUYUTATH 3a/laHUE MMOJHOCTHIO. ClieyeT 0OpaTUTh BHUMAHUE,
YTO 33/IaHUE COCTABJICHO HE B XPOHOJIOIMYecKoM mopsnake. Hekoropele cekiuu MOryT morpeOoBarth
JNEUCTBUM U3 JIPYTUX CEKLMH, KOTOpbIE M3JIOKEHBl HMKe. Hampumep, 3aganue B cexkuuu «basoBas
KOH(UTypaiush» MpeIniuchIBaeT aBTOMaTU3UPOBATh YAAJICHHBIN 10CTYT, KOTOPBIN, pa3yMeeTcs, He Oy1eT
pabotats 6e3 mpeaBapuTeIbHON KOH(UTYPALUH, H3JI0KEHHON B CEKIIMU «MapIipyTH3aus 1 yJaJleHHbII
noctym». Ha Bac Bo3maraercss OTBETCTBEHHOCTh 3a pacHpeieieHHe CBoero pabodero BpemeHu. He
TpaTbTe BpeMsl, €CJIM Y BaC BO3HUKIM MPOOJIEMbl C HEKOTOPBIMU 33aJJaHUSIMU. BbI MOkeTe UCIOIb30BaTh
BPEMEHHBIE pelIeHHs] (€ClIM y Bac €CTh 3aBHCHMOCTH B TEXHOJIOTMYECKOM CTEKE) M IPOJOJIKHUTH
BBINOJIHEHHUE JPYTUX 331a4. PekoMeHayeTCsl TIIATEIbHO IPOBEPATh PE3yIbTaThl CBOEH paOOTHI.
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JocTyn Ko BceM BUPTYaJIbHBIM MAIIMHAM HACTPOEH 110 AKKAYHTY root:toor.
Ecaiu Bam Tpeldyercsi yCTAaHOBHTH NapoJib, He YKa3aHHbI B 3aJaHMU MCIOJb3YiTe:
P@sswOrd
Bupryanbnasa mammna ISP npeagnacTpoena. Ynpapiasiiomui 10CTyll y4YaCTHHKA K JaHHOH
BHPTYaJbHOH MAalllMHe /51 BbINOJHEHUs 3aJaHusi He npeaycmorped. Ilpn nonbiTke ero copoca
BO3HMKHYT Npo0JieMbl.

Opranmzanus LEFT Brimrouaet Buptyansueie Mmamuabl: L-SRV, L-FW, L-CLI.
Opranuzanus RIGHT Bxitouaer Buptyanbubie Mamuuel: R-FW, R-CLI, OUT-CLI.

HEOBXO/HUMOE OBOPY/IOBAHHE, IIPUBOPBI, 110 H MATEPUAIBI

Oskupaercs, YT0 KOHKYPCHOE 331aHUE BBIIIOJHUMO Y YaCTHUKOM C TIPUBJIICUCHHEM 000pYI0BaHUS
U MaTepuajoB, yka3aHHbIX B HppacTpykTypHOM JlnCTe.

B xauectBe cucremnoit OC B opranmzauuu LEFT ucnonssyercs Debian

B kauectBe cucremuoit OC B opranuzauuu RIGHT ucnonssyercs CentOS

Bawm nocrynen auck CentOS-7-x86_64-Everything-1804.iso

Bawm nocrynen auck debian-9.5.0-amd64-DVD-1.iso

Bawm noctynen auck AdditionalPackages.iso, Ha KoTopoMm pacnofaratorcs Hepoctaonme RPM u
deb nmaxetsr

CXEMA OUEHKH

Kaxnpiii cyOkpurepuil uMeeT NpuUOIU3UTENBHO OMHAKOBBIA Bec. IIyHKTBI BHYTpH KaXKI0TO
KpUTEpHsI UMEIOT pPa3HbIi BeC, B 3aBHCUMOCTH OT CIJIO)KHOCTH IyHKTa M KOJMYECTBa IMYHKTOB B
CyOKpUTEPHH.

Cxema o11eHKa IOCTPOCHA TAKUM 00pa3oM, YTOOBI KaXKIBIH ITyHKT OIEHUBAJICS TOJILKO OJHMH Pa3.
Hampuwmep, B cexnnu «ba3oBasi koHGUrypauush npeanuchbiBacTCsl HACTPOUTHh UMEHA JIJISl BCEX YCTPOUCTB,
OJIHAKO 3TOT ITyHKT Oy/I€T MPOBEPEH TOJIBKO HAa OJTHOM YCTPOICTBE U OLIEHEH TOJbKO 1 pa3. OauHaKkoBbIe
MTYHKTBI MOTYT OBITh IPOBEPEHBI M OIIEHEHBI OOJIBINE YeM | pa3, eciiv ISl UX BHITOHEHHS TPUMEHSIOTCS
pa3Hble HACTPONKHU UM OHU BBIMOJIHAIOTCS HAa Pa3HbIX KJIAcCax yCTPOWUCTB.

[lonpoOHoe omnMcaHue METOAMKU MPOBEPKU JIOJDKHO OBITh pa3paboTaHO d3KCIepTamu,
MIPUHUMAIOIIMMH Y4acTHE B OLIEHKE KOHKYPCHOTO 3aJaHMs YEMIIMOHATA, U BBIHECEHO B OTIEIIBbHBIN
TOKyMeHT. JIaHHBIN JOKYMEHT, KaK U CXeMa OIICHKH, SBJIseTCS 00bekTOM BHeceHus 30% u3MeHEeHMi.
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Konguzypayusn xocmos

1 HactpoiiTe ©MeHa XOCTOB B COOTBETCTBUHU C AUArPAMMOM.
2 Ycranosute cnenytromee [10 na BCE BupTyanpHble MallTuHBI:
2.1 Tlaker tcpdump
2.2 Tlaker net-tools
2.3 PepaxTop vim
2.4 lynx
2.5 bind-utils
2.6 Kumenr ftp
2.7 Kmuenr Iftp
3 Ha Bcex xocrax copmupyiite ¢aiin /etc/hosts B coorBercTBum ¢ Juarpammoit (kpome ampeca Xxocta
L-CLI u R-CLI). /Taansiii daiin Oyaer IpuMEHSITHCS BO BpeMsI POBEPKHU B CIydae HEAOCTYITHOCTH
DNS-ceprucos. IIposepka no IP-anpecam BeIMOTHATHCS HE OyA€T.
3.1 B cayuae xoppektHoi paboTsl DNS-cepBucoB orBeTsl DNS nomkHBI UMETh 0oJiee BBHICOKUI
HIPUOPUTET.

Konguzypayus cemesoii ungppacmpykmyput

1 Hactpoiite [P-aapecanuro Ha BCEX XOCTaX B COOTBETCTBUU C JUATPAMMOM.
2 Hacrpoiite cepBep IpOTOKOIa TMHAMHYECKOW KOHpuUTryparuu xoctoB st L-CLI.
2.1 B xauectBe DHCP-cepBepa ucnons3syiite L-FW.
2.1.1Vcnone3yiite myn agpecos 172.16.100.60 — 172.16.100.75.
2.1.2Ucnonw3yete anpec L-SRV B kauectse aapeca DNS-cepsepa.
2.2 B xauecTBe 1UII03a [0 YMOJTYAHHUIO UCIIOIB3yHTE COOTBETCTBYIOLIMIA aapec L-FW.
2.3 Ucmnons3syiite DNS-cydduxc skill39.wsr
2.4 DNS-3amucu Tima A u PTR  10JDKHBI 0OHOBJIATRECS TIpW NomydeHuu ajgpeca ot DHCP-cepsepa.
3 Ha L-SRV nHactpoiite ciyx0y pa3penieHus JOMEHHBIX UMEH.
3.1 Cepsep nomken oocmyskuBaTh 300y SKill39.wsr
3.2 ConocraBieHre UMEH HE0OXOJUMO OpraHN30BaTh B cCOOTBETCTBUHU ¢ Tabmurei 1.
3.3 3Banpocsl, KoTopbie BRIXOAAT 3a pamku 30HbI SKill39.wsr nomxubl nepecwsinatbess DNS-cepBepy
ISP. lnsa npoBepku ucnob3yiiTe nomeHHoe ums Worldskills.ru.
3.4 Peanm3yiiTe MOIIEPKKY pa3penieHusi 0OpaTHOM 30HBI B COOTBETCTBUU ¢ Tadnwmieii 1.
3.5 aiinbl 30H HEOOX0UMO pacmojaraTh B /opt/dns/
4 Ha DNS cepgepe ISP npuodperena yciyra Secondary DNS st 3ous1 Skill39.wsr
4.1 Hactpoiite Bo3MoxkHOCTh TpaHcdepa 30ubI SKill39.wsr B cropony ISP.
4.2 Wcnonwsyiite anpec ISP B kauectBe anpeca DNS cepsepa aiis R-FW u R-CLI.
4.3 Tpaucdep 30HBI Ha ApyTHE XOCTHI, Kpome ISP, momkeH ObITh 3amperteH.
5 Ha L-FW u R-FW HacTtpoiiTe MHTEpHET-IUIIO3 Ul OpraHu3alMM KOJUIEKTHBHOTO JOCTyHa B
Hurepner.
5.1 HactpoiiTe TpaHCIIAINIO CETEBBIX aIPeCOB U3 BHYTPCHHEH CETH B aJpec BHENTHETO HHTEepdeiica
COOTBETCTBYIOIETO MEXKCETEBOTO IKPaHA.
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Cayx0bl HEeHTPAJTU30BAHHOIO YIIPABJICHUS U KYPHAJIHPOBAHUSA

1 Pa3epuure LDAP-cepBep 115 opraHi3aii HEHTPATN30BaHHOTO YIIPABICHUS YUYETHBIMU AU CSIMH.
1.1 B kauectBe cepBepa BoicTynaer L-SRV.
1.2 VYuerHbIE 3aIIMCH CO3/1aTh B COOTBETCTBUHU ¢ Tabdmumneii 2.
1.3 T'pynmsl 1 monp30BaTeNeii co3AaTh B COOTBETCTBUM ¢ Tadnwuiieii 2.
1.4 Tlonp3oBatenu JOKHBI ObITH pacnonoxensl B OU Users.
1.5 I'pynnel nomxHb! ObITH pacnosiokenbl B OU Groups.
1.6 Xoctsl nomkHBI ayTeHTHGUIIpPOBaTHCS Yyepe3 LDAP B cootBercTBuM ¢ Tabnuuei 2.
2 Ha L-SRV opranusyiite IeHTpaIN30BaHHBINA COOp )KYPHAIOB C XOCTOB.
2.1 JXypHaibl T0JKHBI XpaHUThCS B aupekTopuu /opt/logs/
2.2 XypHanupoBaHH€ TOJDKHO TIPOU3BOIUTHCS B COOTBETCTBUH C Tabmurei 3.
2.3 Coobuienus B daiinax »KypHaiaoB B aupektopun /0pt/l0gs He 10KHBI 1y OIHPOBATHCS.

Konguzypayus cnysco yoanennozo oocmyna

1 Hactpoiite cepBep yaalleHHOro 10CcTyIa Ha ocHOBe TexHonoruu OpenVPN:
1.1 B xauectBe cepBepa BbicTymnaer L-FW.
1.2 ITapameTpbl TyHHEIS
1.2.1¥Ycrpoiicteo TUN
1.2.2TIporokon UDP
1.2.3TIpumensieTcs cxatue
1.2.4T1opr cepBepa 1122
1.3 KiroueBas nnpopmanus g0mKHa ObITh creHepupoBana Ha R-FW.
1.4 B xadecTBe aJpecHOr0 MPOCTPAHCTBA MOJKIOYAEMbIX KIIMEHTOB UCIIOJIb30BaTh ceTh 5.5.5.0/27.
1.5 Xpanenue Bcelli HeoOXxoaumon (KpomMe KOH(UrypanmoHHbIX (aiioB) HHPOpPMAIIH
opraHu3oBath B /opt/vpn
2 Ha OUT-CLI HacTpoiiTe KIMEHT YJAJICHHOTO TOCTyNa Ha ocHOBe TexHojoruu OpenVPN:
2.1 3amyck yaaqeHHOTO MOAKIIOYEHUS JOIDKSH BBIMOTHATHCS cKpunToM Start_vpn.sh
2.2 Otxmovyenue VPN-TyHHens TOKHO BBIIONHATHCS CKpUnToM Stop_vpn.sh
2.3 CKpuITHI IOJDKHBI pacnionararses B /opt/vpn
2.4 CKpuIITHI JOJKHBI BBI3BIBATHCS U3 JIFOOOTO KaTajora 6e3 yka3aHUs Iy TH.
3 Hactpoiitre GRE-Ttynnens mexay L-FW u R-FW:
3.1 HcnomeayiiTe cneayromyro aapecanuio BHYTpH GRE-TyHHeNSs:
3.1.1L-FW: 10.5.5.1/30
3.1.2R-FW: 10.5.5.2/30
4 Ha L-FW nHacTpoiiTe yaaqeHHbIN J0CTyn 1o MpoTokoiy SSH:
4.1 JlocTyn orpaHuueH mojb3oBaTensMu SSh_p u ssh_c
4.1.1B kadecTBe MapoJisi KCIIOJIB30BaTh SSh_pass
4.2 SSH-ceprep nomxken paborats Ha opty 1022.
5 Ha OUT-CLI nactpoiite KIHEHT yaaieHHoro noctymna SSH:
5.1 Joctym k cepepy L-FW nosmkeHn nponcxoauTb aBTOMaTHIESCKHU TI0 IPABHIIBHOMY TIOPTY, 06€3 ero
SBHOTO YKa3aHUsl HOMepa MopTa B KOMaH/e MOAKIIOUYEHHUS.
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5.2 Jlns aApyTux cepBepoOB M0 YMOIYaHHIO TOJDKEH MCTIOIh30BaThHCS MOPT 22.
5.3 Jocryn k L-FW mnon yuerHo#t 3amuchio SSh_P J0/DKEH MPOMCXOMUTH C  OMOIIBIO

ayTeHTH()HUKALIMU Ha OCHOBE OTKPBITHIX KITFOUECH.
Kondpuzypayusn eée6 cnyxnco

1 Ha R-FW ycranosure u HacTpoiite BeO-cepBep:
1.1 Hacrpoiite BeO-caifT a1t BHEITHETO Mcoib3oBanus WWW.SKill39.wsr
1.1.1 Wcnonw3yiite qupektoputo /var/www/html/out
1.1.2 cnionp3yiiTe CTaHIAPTHBIE TTOPTHI.
1.1.3006ecneubTe paboTy caiita mo mporokosam http u https (ceprudukar momkeH ObITH
crenepupoBan Ha R-FW).

1.1.4B cny4ae noctynHoctd https 10KHO MPOUCXOAUTH aBTOMATHYECKOE MEpPEHANPABICHHE C
http.
1.1.5KnuenTsl 10MKHBI JOBEPATH cepTU(UKATY caifTa.

Konguzypauus caysico xpanenus oannvix

1 Hactpoiite cepBep dailioBoro xpaHuiuina Ha ocHoBe TexHojoruu NFS:
1.1 B kadecTBe cepBepa q0JDKeH BhicTynath L-SRV.
1.2 B kauecTBe XpaHHJIHILA HCITOIB3yeTCs KaTamor /opt/nfs
1.3 JocTym opranusyercs sl YTEHHUs U 3aIHCH.
2 Hactpoiite aBTomarnyeckoe MouTHpoBanue NFS xpanunumia qis kauentos L-CLI u R-CLI:
2.1 Ucnonw3yiite /opt/nfs B kauecTBe myTH JJIsi MOHTHPOBAHHSL.
2.2 Kmuentsl L-CLI u R-CLI nomkusr MoHTHpOBaTh NFS KaTamor mpu 3amycke omnepannoHHON
CHCTEMBI.
3 Hacrpoiite FTP ciryx0y s focTyna K (aiioBoMy XpaHUIHIILY:
3.1 B kauecTBe cepBepa I0JHKEH BeICTynaTh L-SRV.
3.2 Kopens FTP cepBepa nomken pacrnonaratscs B /opt/nfs
3.3 Ob6ecneuste goctyn ais knueHTa OUT-CLI ¢ ucnonb3oBaHreM CTaHIAPTHBIX MOPTOB MPOTOKOIIA
FTP no anpecy ftp.skill39.wsr
3.4 Jloctyn noybkeH OBbITH OrpaHM4eH mojib3oBateneM ftpuser:ftppass ¢ mpaBamu Ha ureHHe U
3aIKCh.

Konguzypauua napamempoe 6ezonacnocmu u cayxnco aymenmuuxkayuu

1 Hactpoiite CA na R-FW, ucnons3ys OpenSSL.
1.1 Hcnons3yiite /etc/ca B kadecTBe KOpHEBOI mupekTopun CA.
1.2 Atpubytsl CA 10JKHBI OBITH CIETYIOUTIMHU:
1.2.1Crpana RU
1.2.2 Opranuszamnus WorldSkills Russia
1.2.3CN pomxkeH ObITh ycTaHoBIeH kKak WSR CA
1.3 Cosnaiite kopHeBoii ceptudukar CA.
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1.4 Bce knMeHTCKHE ONEPALMOHHBIE CUCTEMBI TOJIKHBI J0BepATh CA.
2 Hacrpoiite MmexxceTeBoii akpaH iptables na L-FW u R-FW.
2.1 3anperute npsiMoe nonaganue Tpapuka u3 MHTEpHET BO BHYTPEHHHUE CETH.
2.2 Pazpemmte ynajaeHHbIC TOIKIIOUCHHs ¢ ucnonb3oBanueM OpenVPN Ha BHemHui uHTEpdEiic
MmapmpyTtuzaropa L-FW.
2.3 Pazpemmte HeoOxoauMmblil Tpaduk st co3nanus GRE TyHHENst Mex 1y opraHu3aiusMu.
2.4 Paspemmre SSH noxkmodenus Ha cooTBeTcTBYytomui nopt L-FW u R-FW.
2.5 Jlns VPN-KIHEHTOB JOMKEH OBITh MPEIOCTABIEH IMOJHBIM JOCTYN K JIOKAJIbHBIM CETSAM
opranuzanuiit LEFT u RIGHT.
2.6 Paspemmre HeoOxoaumblii Tpaduk k cepBepy L-SRV no tpancinuposannbiM [P-anpecam.
2.7 Opranusyiite noctynHocTh cepsrca DNS na L-SRV mno BHemnemy agpecy L-FW.
2.8 Paspemmre HE0OX0aMMBIH Tpaduk s padotel BeO u FTP cmyxo.

2.9 OcranbHble CEPBUCHI CIIEAYET 3aIPETUTD.

Taomuua 1 — DNS-umena

XocTt DNS-nms

L-CLI A,PTR: I-cli.skill39.wsr

L-SRV A,PTR: I-srv.skill39.wsr
CNAME: dns.skill39.wsr

L-FW A: I-fw.skill39.wsr

CNAME: vpn.skill39.wsr
CNAME: ftp.skill39.wsr

R-FW A: r-fw.skill39.wsr
CNAME: www.skill39.wsr
R-CLI A: r-cli.skill39.wsr

Taoauua 2 — Yuerusie 3amicu LDAP

I'pynna CN IMapoanb Hoctyn
Administrators admin toor L-CLI
L-FW
Users userl — user99 P@sswOrd L-CLI

Taoauna 3 — [IpaBwia )xypHaIupoBaHUs

UcTounuk YpoBeHb KypHaIa Daiia
IEIESVV critical Jopt/logs/<HOSTNAME>/crit.log
L-SRV auth.* /opt/logs/<HOSTNAME>/auth.log
L-FW *.err /opt/logs/I<HOSTNAME>/error.log
L-CLI N
R-CLI err lopt/logs/err.log

*<HOSTNAME> - Ha3BaHue AUPEKTOPHUH IS Ky PHATUPYEMOTO XOCTa
**B nmupexropuu /opt/logs/ He HOIKHO OBITH (HailIoB, KPOME TEX, KOTOPHIE yKa3aHbl B TAOIUIIE
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JAUAT'PAMMA BUPTYA/IBHOU CETH

OUT-CLI

M o]

10.10.10.0/28 y— . 20.20.20.0/24

[192.168.100.0/24

L-CLI R-CLI
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Monyns B: «Ilycko-Hanagka uapactpykrypsl Ha ocHoBe OC cemeiicTBa
Windows»

Bepcus 1 ot 03.09.18

BBEJ/I[EHHE.

Ha Brinmonnenue 3aganusi OTBOAUTCS OTPaHUYEHHOE BpeMs — MOJlyMaiTe, KaK UCIOIb30BaTh €ro
MakcuManbHO 3¢ dekTrBHO. COCTaBbTE IUIAH BBIMOJHEHUS pa0boT. BrogHe BO3MOXKHO, YTO AJIsI TIOJTHON
paboTOCIIOCOOHOCTH CHUCTEMBI B WTOTE€ JIEWCTBHS HYXKHO BBINOJHATH HE CTPOrO B  TOM
MOCJIeI0BATEIILHOCTH, B KOTOPOIl OHM OMUCAHBI B JAHHOM KOHKYPCHOM 3aJIaHHH.

B pamkax nereHipl KOHKYpPCHOTO 3aJaHusi Bbl — CUCTEMHBI aJMUHUCTPATOpP KOMIIAHMH,
Haxojsmieiica B bynanemre Ha Bocrounom Oepery JlyHas. B rmaBHOM oduce BbI ynpapisieTe JOMEHOM
Pest.com. Bam HE00X0AMMO HACTPOHUTH CEPBUCHI B JIOKATLHOM CETH TOJIOBHOTO O(uca.

Kommnanwusi, B KoTOpoil Bbl paboTaeTe, pa3BUBAETCA U OTKPBIBAET ellie OJuH oduc Ha 3amagHOM
oepery [lynas B paitone craporo ropoaa byna. Bam npuaercs nactpouts nognomen Buda.Pest.com.

Taxxkxe BaM mpencTouT HACTPOUTH KaHAN CBS3U MEXIy odricamu ¢ MOMOIIBI0 HHTEPEHCOB
BBI30BOB 110 TPEOOBAHHUIO.

BuumarenbHO mpouTuTe 33JaHME OT Hayaja /0 KOHIa — OHO IMpeCTaBisieT co00il 1eI0CTHYIO
cuctemy. [Ipu nmepBoM J1oCcTyIe K OnepanioHHbIM CUCTEMaM JIN0O clieyiTe yKa3aHusIM MacTepa, J1ubo
HCIONB3YUTE caenyromue pekBu3utel: Administrator/P@ssword.

Ecnn mpenocraBieHHble BUPTyallbHblE MAIIMHBI HAYHYT CaMOIIPOU3BOJIBHO OTKIKOYATHCS B
nporiecce paboOThI, MOMPOOYHTE BBIMOJHUTH HAa HUX KoMauay slmgr /rearm wim oOparutech K
TEXHUYECKOMY JKCIEPTY.

KOMIUVIEKTAIIHA KOHKYPCHOI O 3A/TAHHUA

1 TexcroBsie aitibr:

1.1 nanHbBIA (ailyl ¢ KOHKYPCHBIM 3aJJaHUEM;

1.2 (baiin mONOTHEHUI K KOHKYPCHOMY 3a/IaHUIO, COJIEPIKAIUI: OMHCAaHUE BHUJA MPEIyCTAaHOBOK,
OINMCAHKWE HCIIOJIb3YEMBIX OIECPAIlMOHHBIX CHCTEM, a TaKXe PEKOMEHJAIMH IO BBIICICHUIO
PECYPCOB JUUIsl BUPTYAJIbHBIX MAIITHH.

2 TlpemocrasisieMble KOHKYpCAaHTaM KOMITOHEHTBI IPOCKTA:

2.1 caitn s ummopTa nojbp3oBaTesel B romeH Pest.com (.xIsx);

2.2 craproBas cTpaHHuIla caiita managers.pest.com (.htm);

2.3 crapToBas cTpaHumIla caiita Www.pest.com (.htm);

2.4 craproBas cTpaHuia caiita Www.buda.pest.com (.htm).

3 IIporpammHoe obecrieueHue:

3.1 Windows Server 2016;

3.2 Microsoft Office;

3.3 RSAT tools for Windows 10;

3.4 Windows10.ADMX.
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Buumanue! Bce yka3zaHHble KOMIIOHEHTHI NMPeIOCTABJSIIOTCH ydyacTHUKaM B Buae |1SO-
(daiiioB Ha JTOKATLHOM WJIHN yIaJ€HHOM XpPaHUJIHUIILE.

YYyacTHHKH He HMEIOT NMpPaBa MOJb30BAThCS JIOOBIMH YCTPOHCTBAMH, 32 MCKJIIOYEHHEM
HAXOJAALIHUXCHA HA padoYnX MeCTaX YCTPOHCTB, NPEA0CTABIEHHBIX OPraHU3aTOPAMU.

YyacTHHKH He HMEKT NpaBa NPUHOCHUTHL ¢ co000ii Ha paGoyee MecTO 3apaHee
MOJAr0TOBJIEHHbIE TEKCTOBbIE MAaTEPHAJIbI.

B uTore yyacTHUKHM J0JKHBI 00ecrieYuTh HATUYHe U (PYHKIIMOHMPOBAHUE B COOTBETCTBHH
¢ 3a/1aHMeM CJIY:K0 U poJieil Ha YKa3aHHBIX BUPTYaJbHbIX MaliuHax. [Ipu 3TOM y4acTHHKH MOTYyT
CaAaMOCTOSITEJIbHO BBIOMPATh CHOCO0 HACTPOMKHM TOr0 MJM HHOT0 KOMIIOHEHTA, MCIO0JIb3YH
NpeoCTaBJIeHHbIE HM Pecypchl 0 CBOEMY YCMOTPEHHIO.
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Hacrtpoiika DC1

ba3oBas HacTpoiika

— mnepeumMenyiite kommneiorep B DC1;

— Iepell YCTAaHOBKOM CETEBbIX HACTPOEK PELIMTE 3ajady: BaM JaHO aJPECHOE IMPOCTPAHCTBO
cnenyromero Buaa — «10.10.18.x/?». JlnuHy Macku paccuuTaiTe UCXOIS M3 TOTO, YTOOBI B
KaX/10i 00pa3zoBaBIIEHCS TOACETH MOXHO OBUIO pa3MecTHTh poBHO 14 kimueHToB. [lns
azpecanuu B JoMeHe Pest.com ucrosib3yiTe TPeThIo IO CUYETY IOJCETh; B KaUeCTBE ajapeca
DC1 ucnonb3yiiTe mepBbIii BO3MOKHBIN a/Ipec U3 ATOH MO/ICETH;

— obecmieubte padoTocnocodHocTh potokoia ICMP (st ncnosp3oBaHus KOMaHIbI Ping).

Active Directory
— clHenaiTe cepBep KOHTpoJIepoM JoMeHa Pest.com.

DHCP

— Hactpoiite npotokos DHCP nans aBTOKOHHrypanuu KIMEHTOB — B KadecTBE JAMana3oHa
BBIJITaBaEMBIX aIPECOB UCIIOJIb3YHTE BCE HE 3aHATHIC CEPBEPAMU aJipeca B MOACETH,

— wnacrtpoiire failover: mode — Load balancer, partner server — SRV 1, state switchover — 10 min;

— HACTpOWTE JOIMOJIHUTEIbHBIC CBOMCTBA 00sacTH (aapeca DNS-cepBepoB 1 OCHOBHOTO IILITIO34).

DNS

— HaCTpOWTE HEOOXOIUMBIE 30HBI MPSMOTO U 0OPATHOTO TPOCMOTPA;

— co3jaiiTe BpPy4YyHYH0 Bce HeoOxomumble 3amucu tuma A u PTR s cepsepoB nomeHa wu
HEOOX0IUMBIX WeD-cepBrCOB.

GPO

— 3ampeTHTe AHWMAIMIO TPH MEPBOM BXOJE MOJIB30BaTelIei B CHCTEMY HA BCEX KIMEHTCKHX
KOMITBIOTEpax IOMCHA,;

— wiueHsl Tpynnsl | T AOMKHBI OBITH WICHAMH TPYIIbI JIOKAJBHBIX AJIMHHHCTPATOPOB Ha BCEX
KIMEHTCKUX KOMITBIOTEpaX JIOMEHa;

— B Opayszepax |E Explorer u Microsoft Edge (ycranoBute u umcmonbssyiite wWindows10.admx)
JIOJDKHA OBITh HACTPOEHA CTapTOBas CTpaHHIa — WWW.Pest.com;

— I 4ieHoB Tpynmsl EXperts HacTpoiite nepenanpasienue marok my Documents u Desktop mo
anpecy SRV1—d:\shares\redirected.

DJieMeHThI J0MeHHOIi NHPPACTPYKTYPbI

— cosmaiite moapasaeneuus: Experts, Competitors, Managers, Visitors u IT;

— B COOTBETCTBYIOIIMX TOApa3IeICHUsIX CO37alTe JOMEeHHbIe rpymmbl: EXperts, Competitors,
Managers, Visitors, IT;

Buumanue! YkazanHble Bbllle MOAPa3ieJeHUsA U TPYNIbI J0JKHBI ObITh CO3aHbI B JOMeHe
o0s3aTteanHo. Eciiu Bel cuntaere, 4To /ISl BLINOJIHEHUS 3aJJaHUA HE00X0AUMbI T0NOJTHUTEIbHbIE
3JIeMeHTBI IOMeHHO HH(]pacTPyKTYpbl, BBl MOsKeTe co31aTh UX.
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— co3maiiTe mosb30BaTeel, MCMONb3ys mpuiaraeMbiii excel-daitn (Bcs umeromasics B daiiie
uHpopMmaInus O MOIB30BaTENAX JAOKHA ObITh BHeceHa B Active Directory); momecture
MOJIb30BaTEJIeH B COOTBETCTBYIOIIHE MOIPA3ICIICHUS U TPYIIIBI, BCE CO3AHHBIC YUCTHBIC 3aIICH
JIOJKHBI OBITh BKITFOYCHBI U JIOCTYITHBI,
— UL KQXKJIOTO IO0JIb30BaTelsl CO3JaiiTe aBTOMATHYECKH IMOJKIYaeMyr B kKadecTBe jaucka U:\
JIOMAIIIHIO nanky o aapecy SRV1—d:\shares\users;
— BCE IM0JIb30BaTEeIM IIPH IMIEPBOM BXOjI€ B IoMeH ¢ KomnbloTepa CLI1 nomkHBI BUIETh Ha pabouemM
CTOJIE SIPIBIK POTpaMMbl KansKyasamop.

Hactpoiika SRV1

ba3oBasi HacTpoOliKa

— TmepeuMeHnyiite kommelorep B SRV,

— Tepel YCTaHOBKOM CETEBBIX HACTPOEK pEIIUTE 3aJady: BaM JaHO aJpPEcHOe MPOCTPAHCTBO
cieaytomiero Buaa — «10.10.18.x/?». JiinHy Macku pacCYMTalTe HCXO/IS U3 TOTO, YTOOBI B KX 10
00pa30BaBIIICiCS TOJCETH MOXHO OBUIO pa3MecTHTh poBHO 14 kimueHToB. J[ns aapecanuu B
noMeHe Pest.com ucIoib3yiTe TPEThIO 10 CUETY IOJICETh; B kKadecTBe anapeca SRV1 ucnons3yiite
BTOPO BO3MOJKHBIN aJpec U3 3TOH NOJICETH;

— obecrieubte paboTocnocoOHocTh potokoiia ICMP (muist ncnosib30BaHus KOMaH b1 Ping);

— TPHUCOEANHUTE KOMIBIOTEP K IoMeHy Pest.com;

— € TIOMOIIBIO JIOTIOJTHUTENBHBIX JKECTKUX JUCKOB CO37aiiTe 3epKaJbHBII MAacCUB, HA3HAYBTE EMY
oyksy D:\.

Active Directory
— cjaenaiiTe cepBep JOMOIHUTEIbLHBIM KOHTPOJIEPOM JAoMeHa Pest.com.

DHCP
— Hactpoiite npotokos DHCP mist aBTokoH(UTYpanny KIHEHTOB;

— wHactpoiire failover: mode — Load balancer, partner server — DC1, state switchover — 10 min;

DNS
— caenaiite cepsep nomnonnuTensHBIM DNS-cepBepoMm B tomene Pest.com;
— 3arpysure ¢ DC1 Bce 30HBI IPSIMOTO U OOPATHOTO MIPOCMOTPA.

O01mue manku

— cosmaiite obmme manku s moapasaencHuii (Competitors, Experts and Managers) mo aapecy
SRV 1—d:\shares\departments;

— obecrieubTe MPUBSA3KY OOIICH MANKH MOApa3AeieHUs] K COOTBETCTBYIOIIEH TPyINe B KauecTBE
mucka G:\.

KBoTbl/®aiijioBbIe SKPAHBI
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— YCTaHOBHUTE MaKCHUMalbHBIN pasMep B 1Gb myist kakaoi momarnHen nanku moas3oarens (U:));
— 3ampeTHTe XpaHeHHE B IOMAITHHUX MalKax MoJIb30BaTelel (aiioB ¢ pacimpeHus My .mp3 u .wav,

YUTUTE, UTO (1)3171.]'[1)1 OCTAJIBHBIX TUITIOB ITI0JIB30BATC/IM BIIPABC XPAaHUTh B JOMAIIHUX ITaIlIKax.

1S

— co3maiite caWT aus MEHEDKEPOB KOMIAaHMM (MCIOJB3YHTE MpeaoCcTaBiIeHHBIA htm-daiin B
KauecTBE JOKYMEHTA 10 YMOITYaHHIO);

— caiiT Jo/mKeH OBITh JOCTYNEH 10 MMEHH Managers.pest.com Tosbko mo mnporokoiy https
HUCKIIIOYHUTECIIBHO AJId YJICHOB I'PYIIIIBL Managers 10 UX ITI0JIB30BATCIIbCKUM CepTI/I(i)I/IKaTaM;

— B OyayIeM aIMUHUACTPATOPHI Oy Iy T BBIKJIAIBIBATH HA CAUT BaYKHBIC HOBOCTH, KOTOPHIC HA B KOEM
clly4ae He JIOJDKHBI IPONacTb — MPEAyCMOTPUTE BO3MOXKHOCTh aBTOMAaTHYECKOTO COXPaHEHMUS
BCero cojepkumoro caiita Ha cepBep DCLl (Mecto W crmoco0 XpaHCHHS YKaKHTE B
COIPOBO/IUTEIILHON JIOKYMEHTAIHH).

Hactpoiika DCA

ba3oBasi HacTpoiika

— nepeuMenyiite kommeiotep B DCA,

— Tepe] yCTAaHOBKOM CETEBBIX HACTPOEK PEIINTE 3ajady: BaM JaHO aJpPECHOE MPOCTPAHCTBO
cieayromiero Buaa — «10.10.18.x/?». JmuHy Macku pacCYMTaUTE HCXO/S U3 TOTO, YTOOBI B KaX IO
o0pa3oBaBIIeiics TOJICETH MOXHO OBUIO pa3MecTHTh poBHO 14 kimueHToB. J[s aapecanuu B
nomene Pest.com ucnons3yiiTe TPEThIO 1O CUeTy MO/ACeTh; B kKadecTBe aapeca DCA ucnonbiyiite
TPETUN BO3MOXKHBIN aIpeC U3 ITOM MOJCETH;

— obecmeupte paboTocmocodHocTs mpotokoia ICMP (st ncnop30BaHus KOMaH B! Ping);

— TIPUCOCIMHHUTE KOMIBIOTEP K JOoMEeHy Pest.com.

Cayx0b1 cepTuUKATNT

— YCTaHOBUTE CITy>KObI cepTudUKaINH;

— HAaCTpPOITE OCHOBHOM TOMEHHBIN IIEHTpP CEPTUDHUKAIIH;

— uMs neHTpa ceptudukauu — Pest CA,

— cpok aeiictBus ceptudukara — 10 ner;

— HacTpoiiTe malOH BhIJABAEMOr0 cepTU(HKaTa /Uil KIMeHTCKuX kommnbiorepoB ClientComps:
subject name=common name, aBro3arnpoc i kommbsioTepa BRIDGEL;

— HacTpoiiTe ma0iIoH BbIaBaeMoro ceprudukara it rpynmsl Managers ManUsers: subject
name=common name, aBTO3aIpoc TOJIbKO JJIs TI0JIb30BaTENEeN — WIEHOB Ipynnsl Managers.

Hacrpoiika CLI1

ba3oBasi HacTpoiika
— nepeuMenyiTe kommbioTep B CLI1L;
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— obecmeupte paboTocmocodHocTs mpotokoia ICMP (st ncnosb30BaHus KOMaH B! PiNg);

— TPUCOEIMHUTE KOMIBIOTEP K JoMeHy Pest.com;

— YCTaHOBHUTE HaOOp KOMIIOHEHTOB YAAJICHHOT0 afMUHUCTpupoBanus RSAT;

— 3alpeTHUTe UCIOIb30BAHUE «CIISILETr0 PEKUMay TaKUM 00pa3oM, 4TOOBI IOJIb30BATENN IOMEHA HE
MOTJIM U3MEHHTD ATy HACTPOIKY 0e3 y4acTusi aIMUHUCTPAaTOpa JOMEHA;

— MHCIIOJB3yHTE KOMIIBIOTEp AJsl TECTHMPOBAHUS HACTPOEK B jJoMeHe Pest.com: mosb3oBaTenei,
O0IIMX MAarokK, IPYIIOBBIX MOJUTHK, B TOM YHUCIE — TECTUPOBAHUS YAAJCHHBIX MOJIKIIOUYEHUI
gepe3 Direct Access (BpeMeHHO mepekirodas KOMIbIoTep B ceTh Internet).

Hactpoiika DC2

ba3oBas HacTpoliKka

— mnepeuMenyiite kommneiorep B DC2;

— TIepell yCTaHOBKOW CETEBBIX HACTPOEK peIIuTe 3aJady: BaM JIAHO aJpecHOE IMPOCTPAHCTBO
cieayromiero Buaa — «192.168.19.y/?». JInuHy Macku paccYMTailTe UCXOJs M3 TOrO, YTOOBI B
JIAHHOM TIPOCTPAHCTBE UMEJIOCh PoBHO § mojcereit. s anpecanuu B nognomene Buda.Pest.com
WCTIOJNB3YWTE BTOPYIO MO CYETy IMOJCeTh, B KadecTBe aapeca DC2 wucmonbiyiiTe mepBblit
BO3MOXHBIH aJIpec U3 3TOH MOJICETH;

— obecrieubte paboTocnocodHocTh poTokoia ICMP (st ncnosb30BaHUs KOMaHIbI PiNg).

Active Directory
— caenaiTe cepBep KOHTposiepom moaaomeHa Buda.Pest.com.

DHCP
— Hactpoiite npotokon DHCP nans aBTOKOHQHrypanuu KIHEHTOB — B KadecTBE JAMana3oHa
BBIZIABAEMBIX a/IPECOB UCIIOJIB3YHTE BCE HE 3aHAThIE CEPBEPAMU aJ[peca B IOACETH.

DNS

— HACTpOWTE HEOOXOIUMBIC 30HBI IPSIMOTO U OOPATHOTO IPOCMOTPA;

— co3laiTe BPYYHYHO Bce HeoOXxomumble 3amucu Tuna A m PTR nmns cepBepoB nomeHa U
HEOOXOIUMBIX WED-CEpPBHCOB;

— obecrieubTe pa3pelieHne MMEH caiToB WWW.pest.com u Www.buda.pest.com (o6a caiita H0KHBI
OBITH JIOCTYITHBI CO BCEX KIIMEHTCKUX KOMITBIOTEPOB CETU MIPEITPHUSITHS).

DJieMeHThI J0MeHHOIi NHPPACTPYKTYPbI

— JUIsl BCEX IOJIb30BATEIbCKUX YUETHBIX 3alMCEH B MOAJOMEHE HCIOJIb3YHTE IepeMeniaeMble
npoduu;

— Uil XpaHeHHs mpoduiIeH TONB30BaTENCH HMCHOJNB3yWTe OOIIyH0 TamkKy [0 aapecy
SRV2—c:\profiles;
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KX T0Jh30BaTEb JIOJDKEH HWMETh JIOCTYN TOJbKO K daiinam cBoero mpodwiis;, mpu
oOpallleHnu K yKa3aHHOW o0OIel mamke cpeAcTBamMH Mporpammbl [Ipo6oO0HUK TOIb30BaTENb

AOJIKCH BUJCTH B CIIMCKE TOJIBKO ITaIllKy CO CBOUM HpO(I)I/IJ'ICM.

GPO
HacTpolTe HeOOX0IMMbIe OJIUTUKH, oOecrieunBatolye ucrnonb3opanue cepsepa DCA.Pest.com
B KQ4ECTBE JIOBEPEHHOT'O IIEHTPA CEPTUDUKALIHH.

Hactpoiika SRV?2

ba3oBas HacTpoliKka

MeperMeHYHTEe KOMITbIOTep B SRV2;

nepe]] YCTAaHOBKOM CETEBBIX HACTPOEK pELIMTE 3aJady: BaM JaHO aJpPECHOE MPOCTPAHCTBO
cieayromiero Buaa — «192.168.19.y/?». JInuHy Macku pacCYMTailTe UCXOJs M3 TOrO, YTOOBI B
JIAHHOM TPOCTPAHCTBE UMEJIOCh POBHO 8 mojcereit. J{is anpecanuu B nogmomene Buda.Pest.com
UCHOJb3YHTE BTOPYIO MO CUETy MOACeTh; B KadecTBe aapeca SRV2 wucnonesyiite BTOpOit
BO3MOXHBIH aJipec U3 3TOH MOJICETH;

obecnieubTe paborococoOHOCTh poTokoia ICMP (ai1s ucmosib30BaHus KOMaH kI PiNg).

1S

co3maiiTe caiT WWW.pest.com (Mcrosp3yiiTe mpeaocTaBIeHHbII htM-daiin B kKauecTBe TOKyMeHTa
0 YMOJTYAHHIO);

cos3maiite cait Www.buda.pest.com (ucmonb3yiiTe mpemocraBiacHHBIH htm-¢aiin B KauecTBe
JIOKyMEHTA 110 YMOJTYaHHUIO);

oba caiiTa JOJDKHBI OBITH JOCTYIHBI MO MPOTOKOMy hitpsS ¢ mcrmosp3oBaHHEM CepTH(HKATOB,
BeImaHHbIX DCA.

Hacrpoiika CLI2

ba3oBasi HacTpoiika

nepenMenyiTe kommnbroTep B CLIZ;

obecmeubTe paboTocmocooHoCTh mpoTokona ICMP (as ucmons30BaHust KOMaHIbI PiNg);
NPUCOCTMHNUTE KOMITBIOTED K moyioMeHy Buda.Pest.com;

3aMpeTUTe WCIHONB30BAHUE «CILIIETO PEXHMa» TaKUM o00pa3oM, YTOOBI IMOJIb30BATEIH
MIOJI7IOMEHA HE MOTJIA U3MEHUTH 3Ty HACTPOUKY 0€3 yuacTHs aIMUHUCTPATOPA TOIIOMEHA;
MCIOJIB3YHTE KOMITBIOTED JIJIsl TECTUPOBAHUS HACTPOEK B moyiomene Buda.Pest.com.

Hactpoiika BRIDGE?2
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ba3oBas HacTpoliKka

— nepeuMmenyite kommnbeioTep B BRIDGEZ;

— 3aJaiiTe HaCTPOWKH CETH CIECAYIOIMUM 00pa3oM: IJIs ceTeBoro uHTepdelica, MOIKIIOYCHHOTO K
DANUBE-ISP wucnone3yiite agpec 200.100.100.1/24; nmist cereBoro aapeca B MOJICETH
buda.pest.com ucnone3yiite nmociae HU BO3MOXKHBIH aJpec U3 paCCYMTAHHOM paHee MOJICETH;

— obecrieubte paborocnocooHOCTh poTokosia ICMP (s ucnonb3oBaHus KOMaH bl PiNg);

— MPHUCOEAMHUTE KOMIIbIOTEp K moanomeny Buda.Pest.com.

Hactpoiika RRAS

— ycranoBute ciryx0y RRAS;

— Hactpoiite VPN-coeaunenue ¢ nomenom Pest.com mno mportokony PPTP; Beck Tpaduk mexmy
JIOMEHaMH JIOJDKEH TIepelaBaThCs Yepe3 3TO COSANHEHNE.

Hactpoiika BRIDGE1

ba3oBasi HacTpoiika

— nepeumenyite kommneoTep B BRIDGEL,

— 3aJaiiTe HaCTPOWKH CETH CIEAYIOIMUM 00pa3oM: IJIs ceTeBOro mHTepderica, MOIKIIOYCHHOTO K
DANUBE-ISP ucnons3yiite ampec 200.100.50.1/24; mis cereBoro ampeca B mojcetu pest.com
WCIIONIb3YHTE MOCIEeIHUN BO3MOKHBIN aJipec U3 pacCUUTAHHOW paHee MOICETH;

— obecmeupte paboTocmocodHocTs mpotokoia ICMP (st ncnop30BaHus KOMaH B! Ping);

— TMPHUCOEIMHHUTE KOMIMBIOTEP K JoMeHY Pest.com.

Hacrtpoiika RRAS
— ycraHoBuTe ciyx0y RRAS;

— Hactpoiite 3amuiienHoe VPN-coeaunenue ¢ moagomerHom buda.pest.com mo nportokosiy PPTP;
BECh TpaHK MEXKIY JOMEHAMH JIOJDKEH IEPENABATLCS YEPE3 DTO COETUHEHHE.
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JIHATPAMMA BHPTYATEHON CETH
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Monyns C: «Ilycko-Hanagka TEIEKOMMYHUKAITMOHHOTO 000PY1I0BaHUSD)

Bepcus: 1.1 28.08.18

BBE/[EHUE

3HAHHUE CETEBBIX TEXHOJIOTUH HA CETOAHAIIHUI NEHb CTAHOBUTCA HE3aMEHUMBIM IS T€X, KTO
X04eT MOCTPOUTh YCIHEIIHyIo Kapbepy B obmactu WT. JlaHHOe KOHKYpCHOE 3aJjaHH€ COJEPKUT
MHOKECTBO 3aJ]ad, OCHOBAHHBIX Ha OIBITE PEAJbHON AKCIUTyaTalMu HH(OPMAIIMOHHBIX CHUCTEM, B
OCHOBHOM HMHTETrpallvU U ayTcopcunre. Eciau Bbl MOKETE BBIIIOIHUTD 33aHUE C BBICOKUM PE3yJIbTaTOM,
TO BBl TOYHO CMO’KETE O0CITYKUBaTh MHPOPMAIIMOHHYIO HHPPACTPYKTYPY OOIBIIOTO NPEAIPUSTHUS.

OIIHCAHHE KOHKYPCHOI O 3A/TAHUA

JlanHoe KOHKypCHOE 3aJjaHue pa3paboTaHO C Y4YeTOM pa3IMYHBIX CETEBBIX TEXHOJOTHA,

cootBeTcTBYOUIMX ypoBHsM ceprudukanuu CCNA R\S 3aganne pa3ouTo Ha ClIeQyIOMINE CEKIIUH:

— ba3oag HacTpoiika

— Hacrpoiika kommyTanuu

— HacTtpoiika noakI0YeHH K rI100aIbHBIM CETSIM

— Hactpoiika mapuipyTuzanuu

— Hactpoiika ciryx0

— Hacrpoiika mexanu3mMoB 6e301acHOCTH

— Hacrpoiika napameTpoB MOHUTOPUHTA U PE3EPBHOIO KOMUPOBAHUS

— Kondurypauus BUpTyanbHbIX YaCTHBIX CETEH

Bce cekuuu SBISIIOTCS HE3aBUCHUMBIMU JPYT OT JIpyra, HO BMecTe€ OOpa3yloT JOCTaTOYHO

CIIOKHYIO ceTeBYIO HH(ppacTpyKTypy. HekoTopsie 3a1aHus 1OCTaTOUHO MPOCTHI U TOHATHBI, HEKOTOPHIE
MOTYT ObITh HEOUEBUTHBIMU. MOXKHO 3aMETUTh, YTO HEKOTOPBIE TEXHOJIOTHHU JI0JKHBI paboTaTh B CBSA3KE
WIM TIOBEpX Jpyrux TexHojorui. Hampumep, moxer moapasymeBarbes, uto [Pv6 mapmpyrtusanus
J0JDKHA paboTaTh MOBEPX HACTPOCHHOM BUPTYAIbHOM YaCTHOM CETH, KOTOpasi, B CBOIO O4epe/ib, JOHKHA
paborars nosepx [Pv4 mapmipyTuzanuu, Kotopas, B CBOIO ouepe/ib, JoJkHa padoratsh nosepx PPPoE u
FrameRelay u T.1. O4eHb Ba)KHO MIOHUMATh, YTO €CIIM BaM HE YA€TCs PEIIUTh KaKy0-JIM00 U3 3a/a4 1o
CepeIMHE TaKOro TEXHOJOTUYECKOTO CTeKa, 3TO HE 3HAYUT, YTO PELICHHbIE 3a/1a4i He OyayT OIL[CHEHBI.
Hampumep, eciiu BbI He MOKETE HACTPOUTH AMHAMHUYECKYI0 MapiipyTu3aiuio IPv4, kotopas Heobxonnma
JUIs pabOThl BUPTYaJTbHOM YAaCTHOW CETH, Bbl MOXKETE MCIOJIb30BaTh CTATHUECKYI0 MapIIPyTHU3AIHNIO U
NIPOA0IKATh paboTy HaJl HACTPOMKON BUPTYaJIbHOM YaCTHOM CETH M BCEM UTO JOJDKHO paboTaTh MOBEPX
Hee. B 9ToM cirydae BBl He osTyuuTe Oaibl 3a JUHAMUYECKYI0 MapIIpyTH3allHio, HO BBl TOJIY4YHUTE OalIbl
3a BCE YTO JIOJDKHO paboTaTh MOBEPX Hee (B Cirydae eci (QyHKIIMOHAIBHBIE TECTHI IPOHIEHBI YCIIEIITHO).

HHCTPYKIITUH JTVIA YHACTHHKA

B mepByro ouepenp HEOOXOAWMO MPOYHTATH 3aJaHUE ITOJHOCTBIO M COCTaBUThH AalTOPUTM
BBIMIOJIHEHUsSI Pa0OOTHl. BaM MpencTouT BHOCHTH HM3MEHEHHs B JICHCTBYIONIYIO, MPEIHACTPOCHHYIO
CETEBYI0 MH(PPACTPYKTYpY HPEANPUSATHS, COCTOSILYIO0 U3 TonoBHOTO odpuca HQ u ynanenHoro oguca
BRI1. Oducel umeror cBsizp uepe3 mnposaiinepa ISP1. Bbl He nmMmeere moctynma K 00OpYJOBaHUIO
npoBaiiiepa, OHO MOJHOCTBIO HACTPOECHO M HE TpeOyeT JOMOJHHUTEIbHOTO KOH(UTrypHupoBaHus. Bam
Heo0X0IMMO HaCTpanBaTh 000pyI0BaHKE peanpusTus, a umenno: SW1, SW2, SW3, HQ1, FW1 u BR1.
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VY Bac OTCYTCTBYET KOHCOJBHBIM JOCTYIl K yCTpOWCTBaM, OyJabTe€ O4YE€Hb BHUMATEIBHBI IPU
BBITMIOJIHEHUH 3ajaHus! B ciaydae morepu cBsi3M ¢ 00OpyZOBaHHEM, BBl OyneTe BHHOBATHI CaMH.
Paszpemaercs mepesarpy3ka oOOpynOBaHHS — TOJIBKO TEXHHYECKHMMH OJKcrepramu. Hampumep,
npuMeHmH HenpaBmwibHbI ACL, KOTOpBIH 3akpbu1 qoctym 1o telnet, Ho BbI He ycHeian COXpaHHTh
KOH(UTYpaIHIo.

PyxoBonctByiitech nocnosuueit: Cemb pa3 0TMEph, OJIUH Pa3 OTPEXb. /115 BHITOIHEHNS 3a1aHUS
y Bac ecTh onHa (usndeckas mammHa (PCL ¢ noctynom no Telnet u ycranoBinenasiv ASDM), kotopyto
BBI JIOJDKHBI UCTIOJIB30BAaTh B KAYECTBE!

PC2 Bupryansusiii [1K, Windows 10, Cisco AnyConnect, Putty. ITons3oBarens USer mapoib
P@sswOrd

SRV1 Bupryanensiii [1K, Debian momns3oBarens root maposns tOOr, ¢ mpenycTaHOBICHHBIMU
CepBUCAMH

1) SysLog manka aas mposepku /Cisco_Log

2) RADIUS - peanusosan nakerom FreeRadius

3) SNMP — nns mpoBepku wucnojib3yeTcs makeT net-snmp-utils ucmonesyiite komanzy
snmp_test HQ u snmp_test FW

4) NTP- peanuzoBan nemonom chrony

5) TFTP nanka mis nposepku /Cisco_TFTP peanuszosan makerom Xinetd

Crnenyer oOpaTuTh BHHMaHHE, YTO 3aJaHHE COCTABJICHO HE B XPOHOJOTHYECKOM ITOPSIKE.
Hekotopbie cexiuu MOTyT moTpeOoBaTh JCUCTBUEM W3 JPYTUX CEKIUH, KOTOPHIC H3JIOKEHBI HHXKE.
Hanpuwmep, 3ananue 3 B cexiun «HacTtpoiika ciry»0» mpeanichiBacT BaM HACTPOUTD CITY>K0Y IPOTOKOJIA
ABTOMATUYECKON KOH(UTYpaIH XOCTOB, KOTOpas, pasyMeeTcs, He OyneT paboTaTh moka He OyayT
BBHITIOJTHEHBI HE0OX0uMBbIe HACTpoiku B cekimn «Kondurypamnus kommyTtarun». Ha Bac Bo3naraercs
OTBETCTBEHHOCTH 32 PaCIpe/IeICHHe CBOETO pabOUYero BpeMEHHU.

He TPAaTbTC BpPCMs, €CJIM Yy BAaC BO3HHUKIIN HpO6H€MI>I C HCKOTOPBIMH 3aJJlaHUAMMU. Br1 Mmoxete
HCIIOJIb30BAaTh BPCMCHHBLIC PCHICHUA (GCJ'II/I Y BaC €CTb 3aBHUCHUMOCTH B TCXHOJIOTHYCCKOM CTGKC) n
MIPpOAOJIKUTE BBINIOJIHCHUE APYTUX 3adad. PeKOMeHHyeTCﬂ THIATCJIBHO HPOBCPATH PE3YJIBTATHI cBOEeH
paboTHI.

Yb6emurech B TOM, UYTO Balld HACTPOWKHM Ha BCEX YCTPOMCTBaX (YHKIMOHHPYIOT IOCIE
nepe3arpy3ku BCEro 000pyI0BaHMS.

IOJAKJIFOYEHHE K YCTPOHCTBAM

J11s1 IepBOHAYAIILHOTO TTOAKIIIOUCHHS UCTIONB3yiTe ipoTokout Telnet. J{ns noakirouenus k FW1
UCIIOJIb3yETe YUETHYIO 3alUCh C JIOTHHOM: CISCO W mapoiieM: CISCO, JUIs BXO/a B NMPHBUICTHPOBAHHBIH
PEKUM UCTIONB3YHTE apoJIb CiSCO. JIJ1s MOAKITIOYEHHUS K OCTATLHBIM CETEBBIM YCTPONCTBAM HCIIOIB3YHTE
napoJib: CISCO ¥ Mapoiib IS IPUBHICTUPOBAHHOTO peKUMa: CISCO

g nmonkimoyeHus K ycTpoiicTBaM B riaBHOM oduce HQ, moakmounte pabodyro CTaHIMIO K
nopty FO/10 xommyTtaropa SW2 u HacTpoiTe aipec B COOTBETCTBUHU ¢ auarpammoii L3, ycrpoiicTBa
JOCTYIIHBI TIO CJICAYIOUIMM aJpEcaMm:

SW1 -192.168.254.10

SW2 —192.168.254.20

SW3 —-192.168.254.30

HQ1 -192.168.254.1
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FW1 —192.168.254.2 ussid

Jl1g moAKIIIOUeHUs K yCTpOMCTBaM B yajieHHOM oduce BR1, noakmounte pabodyro CTaHIUIO B
nopt GigabitEthernet0/0/1 mapmpyTtuzaropa BR1. BR1 moctynen no axpecy 192.168.1.1.
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Bbazoean Hacmpouka

1 3apaiiTe UMs BceX yCTPOMCTB B COOTBETCTBUU C TOIOJIOTHEH.

2 HasnaubpTte 1151 BCeX YCTPOUCTB JoMeHHOe uMs WSr2018.ru.

3 Cospnaiite Ha Bcex yCTpolcTBax mojb3oBareneir Wsr2018 ¢ maposem Cisco
3.1 IMaponb nmonb3oBatens AOKEH XPAaHUTHCS B KOH(PUTYpaLlUU B BUJE pe3yiIbTaTa X31I-(QYyHKIHH.
3.2 Ilonb30BaTelnpb AOKEH 00J1a/1aTh MAKCUMAJIbHBIM YPOBHEM IPUBUJIETHIA.

4 Ha Bcex ycTpoiicTBax yCTaHOBHUTE apoJib WSK Ha BXOJ B IPUBUIIETUPOBAHHBII PEKUM.

4.1 Tlapons nomxeH XxpaHuthes B kKoHpurypauuu HE B Buze pesynbraTta Xam-pyHKIuH.

4.2 HactpoiiTe pexXuM, IpU KOTOPOM BCE MapoJd B KOH(UTYpalUu XpaHATCA B 3alIM()POBAHHOM
Bujne. Ha FW1 ucnons3yiite mudposanue AES.

5 Jlis Bcex yCTpOUCTB peanusyiTe moaenb AAA.

5.1 AyreHTu(dukanus Ha JUHHUSIX BUPTYyaIbHBIX TepMUHAIOB ¢ 0 1Mo 15 momkHa MPOU3BOIUTHCS C
UCIIOJIb30BaHUEM JIOKAIBHOM 0a3bl yUETHBIX 3amuceit. (kpome MapmipyTtuzaropa HQ1)

5.2 Ilocrne ycneniHoit ayTeHTU(UKALUK IPU Y TAIEHHOM MOJIKIFOUEHUH TI0Ib30BATENHN CPa3y JOKEH
MOJIy4yaTh MpaBa, COOTBETCTBYIOIINE UX YPOBHIO INPUBMIIETHH UM POJH (KPOME MEXKCETEBOIO
skpana FWI).

5.3 Hacrpoiite He00X0IUMOCTh ayTeHTU(UKAIUHN Ha JIOKATBHOW KOHCOJIH.

5.4 Ilpu ycneurHoi ayTeHTU(UKALUN Ha JTOKAJIbHOW KOHCOJIU M0JIb30BATENH JIOJKHBI Cpas3y JO0KEH
[0JIy4aTh IIPpaBa, COOTBETCTBYIOIINE UX YPOBHIO MPUBUIIETUH W POJIH.

6 Ha ycTpolicTBax, K KOTOPBIM pa3pelieH J0CTyI, B COOTBETCTBUU ¢ Tonoyiorusimu L2 u L3, co3naiite

BUPTYyaJIbHBIC HHTEpGENCHI, moauHTepderchl 1 nHTepdeiich TuIa netis, HazHaubTe [IP-aapeca.

7 Ha wmapmpyrtuzatrope HQ1 Ha BupTyanbHbIX TepMUHANBbHBIX NuHUsSX ¢ 0 mo 15 nHacrtpoiite
ayreHTH(UKanuio ¢ ucnoiszoBanueM RADIUS-cepsepa.

7.1 HUcnonesyiite Ha uHMsAX VY ¢ 0 110 4 OT/IENBHBIN CIMCOK METOI0OB ¢ Ha3BaHueM Method_man

7.2 Tlopsamok ayTeHTU(DUKAIIH:

7.2.1T1o mporoxomy RADIUS
7.2.2 JlokanmpHast

7.3 HWcmonw3yiite o0muii Kimrou CiSCO

7.4 Wcnonwsylite HoMepa mopToB 1812 u 1813 ns ayTeHTHUKAIMK B ydeTa COOTBETCTBEHHO

7.5 Anpec RADIUS-ceppepa 172.16.20.2

7.6 Hactpoiite aBTOpH3a1MIO IPU YCIICIIHON ay TEHTH(PHUKALIUN

7.7 IlpoBeppTe ayTeHTHUKanMio 1o mnpoTokony RADIUS mnpu ynaneHHOM HOJKIIOUEHHH K
mapipyTtuzatopy HQ1, ucnons3ys yderHyto 3amuck radius ¢ maposem Cisco

8 Bce ycrpoiicTBa JOKHBI OBITH JOCTYIIHBI JUIs yIIpaBiieHus 1o npotokory SSH Bepcun 2.

Hacmpoiika kommymayuu

1 Jlns ueHTpanu3oBaHHOTO KOHGUTypupoBaHus VLAN B KOMMyTHPYEeMOH CETH MNPEINPHUATHS
ucrnonb3yite npotokon VTP Bepcun 3.
1.1 B kauectBe ocHoBHOrO cepBepa VTP nactpoiite SW1.
1.2 Kommyratopsr SW2 u SW3 nactpoiite B kauectBe VTP knuenTa.
1.3 B kadectBe qoMeHa ucnoib3yite Wsr2018.ru
1.4 HVcnons3yiite napons VTPPass ms 3amumter VTP.
1.5 Tabmuma VLAN nomkHa cofepkaTh CISAYIOIINE CeTH:
1.5.1VLAN100 ¢ umenem MGT.
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1.5.2VLAN200 ¢ umerem DATA. ussia
1.5.3VLAN300 ¢ umernem OFFICE.
1.5.4VLAN 400
2 Mexnay BceMr KOMMYyTaTOpaMy HAaCTPOUTE TpaHKH ¢ ucronb3oBanueM npotokoina IEEE 802.1q.

2.1 Tlopter FO/10 kommyTtatopoB SW1 u SW3, a taxxe mopt F0/24 xommyTtaropa SW2 H0DKHBI
ObITb paboTaTh B peXHUME JOCTyIa 0e3 MCIOoJIb30BaHus corjacoBaHus. OTKIIOYUTE MTPOTOKOI
DTP siBHBIM 00pazom.

2.2 Tpank mexnay xommytatopamu SW2 u SW3 nomkeH ObITh HacTpoeH 0Oe3 HCIOJIb30BAHUS
cornacoBanus. Otkimtounte nporokos DTP sBHEIM 00pazom.

2.3 Tpauku mexay kommyTtatopamu SW1 u SW2, a takke mexay SW1 u SW3, n0mkHBI OBITH
cormacoBanbl 1mo DTP, xommyrtarop SW1 nomkeH HHMIMHMpPOBATH CO3JlaHUE TpaHKa, a
kommyTaTopbl SW2 u SW3 10mKHBI 05)KUIaTh HaYalla COTJIACOBAHUS ITapaMeTPOB OT COCEla, HO
caMM He MHUIMMPOBATH COIJIACOBAHUE.

3 Hactpoiite arperupoBaHue KaHaJIOB CBA3H MEXy KOMMYTaTOPaMHU.

3.1 Homepa nopToBBIX IPyIIIL:

1 — mexny kommyTaropamu SW1 (FO/1-3) u SW2 (F0/1-3);
2— mexny kommyTtatopamu SW2 (F0/6-7) u SW3 (FO/6-7);

3.2 ArperupoBannslii kaHan Mexay SW1 u SW2 nomkeH ObITh OPraHH30BaH C HUCHOJIH30BAHUEM
npotokona corinacoBanuss LACP. SW1 nomkeH ObITh HACTPOSH B aKTUBHOM pexxume, SW2 B
MTACCHBHOM.

3.3 ArperupoBaHHbIii kaHan Mexay SW2 u SW3 nomkeH ObITb OpraHM30BaH C UCIOJIB30BAaHUEM
npoTtokona coriacoBanusi PAgP. SW2 nomxen ObITh HACTpOEH B MpeanoyTutensHoMm, SW3 B
aBTOMATHYECKOM.

4  KoH¢uryparus npoToKoja OCTOBHOTO JepeBa:

4.1 HWcnone3syiite mpotokon Rapid STP.

4.2 KommyTtarop SW1 nmomkeH SBIATHCS KOpHEM cBssyromiero aepesa B ceTsix VLAN 100, 200 u
300, B cimyuae otkaza SW1, kopHeM JOJDKEH cTaTh KoOMMyTaTop SW2.

4.3 Hacrpoiite ucronp3yemble mopTel kKoMmyTaTopoB SW1 u SW2 rtak, uto661 Bo Bcex VLAN
KOpHEM CBA3YIOIIEro JepeBa Moriau ctath Toabko SW1 i SW2, a npu nomyyenun BPDU
MaKeTa C Jy4YIlIUM OPUOPUTETOM KOPHS, MOPT JOJDKEH IIEPEeHTH B COCTOSIHUE root-inconsistent.

4.4 Hacrpoiite mopt FO/10 xommyTtaropa SW2, Takum 00pa3oM, 4TO MPH BKIFOYEHHH OHU CPas3y
nepexoauau B cocrosiHue forwarding He nokuAasch mnepecdera OCTOBHOro jepema. [lpu
nonyuennn BPDU nakera naHHbIE OPTHI JOJDKHBI IEPEX0OAUTH B cocTosiHue error-disabled.

5 Hacrpoiite moptet F0/10 kommyraropoB SW1, SW2 u mnopr FO0/24 kommyratopa SW3, B
cootBeTcTBUM ¢ L2 nuarpammoii. [TopThl JOIDKHBI OBITH HACTPOEHBI B PEKUME JOCTYTIA.

6 Orxmrounte mpotokon CDP ma mapmpyrtuzatopax HQLl u BR1, tompko Ha moprax B CTOPOHY
npoBaiinepa ISP1.

Hacmpoiika noOKniouenuil K 2100anbHblM Cemam

1 Hactpoiite noakmouenune PPPoE mexay ISP1 u mapmpyruzaropom BR1.
1.1 Hacrpoiite PPPoE xnuent na BR1.
1.2 Vcnonb3yiiTe UMsl IoJIb30BaTeNs CISCO U mapoib CiSCO
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1.3 VYcrpoiicTBa NOXOIAT OAHOCTOPOHHION ayTeHTH(UKanuio 1o nporokonry CHAP, TOJIRBlIJg)S?SPI
MPOBEPSET UMS MTOITB30BATENSI U TIAPOITh.
1.4 BRI nomkeH aBTOMaTU4eCKH moiaydath aapec ot ISP1.
2 Hacrpoiite nogkmouenue HQ1 x nmporaiinepy ISP1 ¢ momomisto mpotokona PPP.
2.1 Hacrpoiire Multilink PPP ¢ ucrons3oBanuem aByx Serial-unrepgeiicos.
2.2 Wcnonwsyiite 1 HOMep nHTEpdeiica.
2.3 He ucnonb3yiiTe ayTeHTUPHUKALHIO.
2.4 HQ1 nomxeH aBTOMaTHYECKH MOIy4aTh aapec ot ISP2.
3 FWI1 nogxmouena k nposaiiaepy ISP1 ¢ momomipto IPoE u umeeT cratrueckuii agpec.

Hacmpoiika mapwpymusayuu

1 B oduce HQ, na ycrpoiicteax HQ1 u FW1 nacTpolite mpoTOKOJ AMHAMUYECKON MapuIpyTH3aIuN

OSPF.

1.1 Bxutounte B OOHOBJICHUS MapUIpyTHU3aLUU CETH B COOTBETCTBUU ¢ Routing-nuarpaMmoi.

1.2 HUcnonp3yiite 061acTh ¢ HOMEpOM 51 aiist Bcex ceTell LeHTpalbHOTo oduca.

1.3 HQI u FW1 nomxkHsl ycTaHaBIMBaTh COCEACTBO TONBKO B cetr 172.16.0.12/30.

1.4 OrxnrounTe OTHpPaBKY OOHOBJICHMH MapHIpyTH3allMM Ha BceX UHTepdeiicax, rne He
MPETyCMOTPEHO (POPMHUPOBAHUE COCEIICTBA.

2 Hactpoiite mporokon nuHammudeckor Mmapupytusanun OSPF B opuce BR1 ¢ rmaBasiM oprcom HQ.

2.1 BxirounTe B 0OHOBIJIEHHS MaplIpyTH3alUK CETH B COOTBETCTBHHM ¢ Routing-nuarpamMmoil.

2.2 Vcnonw3ylite MarucTpayibHyto oonacts 11 GRE tyHnuens.

2.3 CocexnctBa Mexny opucamu HQ u BR1 1omkHbI ycTaHaBIUBATbHCS Yepe3 3aIUIIEHHBINA TYHHEb.

2.4 B oduce BR1 ucnonp3yiite 061acts ¢ Homepom 1.

2.5 OtkmounTe OTHpaBKy OOHOBICHMH MapUIpyTH3allMd Ha BceX uHTepdeiicax, rae He
peayCMOTPEeHO (hopMUpOBaHHUE COCEICTBA.

3 ISPI npenocrasnsier noacets PA (Provider Aggregatable) anpecos (11.11.11.11/32) anst opuca BRI1.
Ha mapmpytusarope BR1 Hactpoiite npotokon quramuyeckoi mapmpytuzannu EIGRP ¢ Homepom
aBTOHOMHOM cuctembr 2018.

3.1 BxirounTe B 0OHOBIIEHHS MapIIpyTH3allMK CETH B COOTBETCTBHHM ¢ Routing-nuarpammoii.

3.2 Ucnonwsyiite ayrenTudukaruo MDS5S ¢ momonisto cBsa3ku kimoueir EIGRP ¢ kirouom WSR u
HOMEPOM KJTIo4a 2.

3.3 Ilposaiinep ISP1 Beimomnnsiet peauctpudyuuto Mapmpyta 11.11.11.11/32 B cets BGP, yoenutech
B TOM, YTO BbI KOPPEKTHO aHOHCHPYETE JAaHHBII MapuIpyT MpoBaniaepy.

4  Oduc HQ umeer noaceru PI (Provider Independent) anpecoB u aBroHOMHYI0 cuctemy 65000. Ha
MapuIpyTHU3aTOPE U MEKCETEBOM IKpPaHE HACTPOMTE MPOTOKOJI JUHAMUYECKON MapupyTtuzanun BGP
B COOTBETCTBHUH C TAOIUIIEN

YerpoicTBO AS

HQ1 65000
FW1 65000
ISP1 65001

4.1 HactpoliTe aBTOHOMHBIE CHCTEMBI B COOTBETCTBUHU ¢ Routing-muarpamMmoii.
4.2 Mapumpytuzatop HQ1 u FW1 nomxusl ObiTh cBs3anbl ¢ nomoinsto iBGP. Mcnons3yiite mis
3TOTO COCEICTBA, HHTEp(EiiCch, KOTOphIe HaxomaTcs B moaceTu 172.16.0.12/30.
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4.3 BxirounTte B OOHOBJICHUS! MapIIPYTU3AIMH CETH B COOTBETCTBUH ¢ Routing-auarpaMmmon.

5 Hacrpoiite npokon aunamuueckoir mapmpytuzaiuu OSPFv3 nosepx 3ammimienHoro tynuens. Ha
mapupytuzaropax HQ1 u BR1 nHactpoiite npoTokon nuHamuueckoit mapuipyTtuzanuun OSPFv3 ¢
HOMEpOM mporecca 1.

5.1 BxurounTe B OOHOBIIEHUSI MapILIPyTU3aLMU CETH B COOTBETCTBUU ¢ Routing-muarpammoi.
5.2 Hcnonwsyiite 30Hy ¢ HOMepoMm 0.

5.3 Hacrtpoiite ayrentuduxanuto MD5 ni1st MarucTpaabHOM 30HBI.

Hacmpouka cnyxico

1 B cereBoii nH(ppacTpyKType cepBepoM CHHXpOHM3anuu BpeMeHH sBisieTcss SRV1. Bee octampHbIe
CeTeBbIe yCTPOUCTBA JOIDKHBI MCTIOIH30BATh B KauecTBe cepepa BpemeHn HQI.
1.1 Tlepemaua manubix Mexxay HQ1 u SRV 1 ocymecTBisiercs 6e3 ayTeHTHDUKAITIH.
1.2 Hacrpoiite BpeMeHHYI0 30HY ¢ Ha3BaHueM MSK, ykaxure pazauiry ¢ UTC +3 gacos.
1.3 Hactpoiite cepBep CHHXpOHM3aLUU BpeMeHH. Vcnonb3yiTe cTpatym 2.
1.4 HUcnons3yiite st cuaxponusanuu kiueHToB ¢ HQL ayrentuduxanuto MDS5 ¢ kirouom WSR.
2 Hactpoiite nunamuueckyro Tpancisiuuto noptos (PAT):
2.1 Ha mapmpytuzarope BR1 nactpoiite nunamudeckyio Tpaucisnuio noptoB (PAT) mns cetn
192.168.1.0/24 B anpec nerneBoro unrepdeiica 11.11.11.11.
3 Hactpoiite mpoToKoa TMHAMHYECKOW KOH(PHUTYpAIIMK XOCTOB CO CIEAYIOMINMHU XapaKTePHUCTUKAMHU
3.1 Ha mapmpytuzatope HQ1 mnsa moaceru OFFICE:
3.2 Anpec cetu — 30.30.30.0/24.
3.3 Anpec 1uiro3a o yMoiq4aHuio uHrepdeiic poyrepa HQL.
3.4 Anpec TFTP-cepepa 172.16.20.2.
3.5 Kommnseiorep PC1 momxen momydars agpec 30.30.30.30.

Hacmpoﬁka MEXAHU3IMOE8 De30naAcCHOCmU

1 Ha mapupytuzarope BR1 nacTpoiite nonb3oBareneil ¢ orpaHU4€HHBIMH [TpaBaMu.

1.1 Cosnaiite monp3oBateeii Userl u user2 ¢ maposem CisCo

1.2 Ha3naubre momp3oBareiro USerl ypoBens mnpuBmieruit 5. I[loib3oBaTens IOKEH HMETh
BO3MOXXHOCTh BBITIOJHITh BCE€ KOMAH[IbI IMOJIb30BATEIBCKOTO PEKUMA, a TAKXKE BBITIOIHATH
nepe3arpy3Ky u OTJIaJIKy ¢ OMOIIbIo komaH 1 debug.

1.3 Co3paiite u Ha3HAYBTE ViEeW-KOHTEKCT sh view Ha 1moibp30BaTens
1.3.1Komanmy show cdp neighbor
1.3.2Bce xomanab1 show ip *
1.3.3Komanmy who

1.4 Co3snaiite view-KOHTEKCT Ping_Vview. Bxirounrte B HEro
1.4.1Komanny ping
1.4.2Komanny traceroute

1.5 Cosnaiite view-KOHTEKCT Wan_View. Pa3pemmTe ¢ MOMOIIbIO0 HETO HACTPOHKY Ha MHTepdeiice
Multilink1 nakancynsuum, ayreatudukamnuu PPP, IP-anpecanuu u BeIKIIIOYCHUST HHTEpdeiica.

1.6 Co3maiite superview-KOHTEKCT ¢ UMeHeM SUPEr, oObearHsIoIMiA 3TH 3 KOoHTeKcTa. [Ipu BXoze
Ha MapIIpyTHU3aTOP MOJIH30BATENb User2 JOJHKCH MOMaIaTh B JAHHBIN KOHTEKCT
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1.7 YGeaurtech, 4TO MONH30BATEIN HE MOTYT BHITIOTHATH APYyTHe KOMAaH/bI B PAMKaX MPUCBOCHHBIX
KOHTEKCTOB M YPOBHEH IIPUBUJIETHM.
2 Ha nopry F0/10 xommyrtatopa SW3, Bikimrounte W HacTtpoiite Port Security co ciemyromumu
rnapamMeTpamu:
2.1 He Gouiee 2 aapecoB Ha uHTEpderice
2.2 ajapeca JIOJDKHBI JUHAMHYECKH ONPEIENSIThCS, HO HE COXPAHSIThCS B KOH(UTypaIuu.
2.3 Tpu TOMBITKE MOJKIIOUEHUSI YCTPOICTBA C aApecoM, HapyIIAIONIUM MOJUTUKY, HAa KOHCOIb
JIOJKHO OBITh BBIBEJICHO YBEJOMIICHHUE, MTOPT HE JIOJKEH OBITh OTKIIOYCH.
3 Ha xommytatope SW3 Brimounte DHCP Snooping mins moacern OFFICE. Ucnonb3yiite ¢em-
MaMsTh B KAYECTBE MeCTa XpaHeHHs 0a3bl TaHHBIX.
4 Ha xommytarope SW3 BimounTe auHamudeckyro mpoBepky ARP-3ampocoB B cetm OFFICE.
Cnenaiire mopt Fa0/11 noBepeHHBIM.

Hacmpoﬁka napamempoe MOHUmMoOpuHza U peé3epeHo20 KORUPoOBaHus

1 Ha mapmpytuszarope HQI u mexcereBom skpane FW1 HacTpoiiTe *KypHaIupoBaHHE CUCTEMHBIX
coobuienuit Ha cepep SRV 1, Bximouas nHGopMaoHHbIE COOOIICHUS.
2 Ha wmapmpytuzarope HQ1 u mexcereBom skpane FWI1 nacTpoiite BO3MOXHOCTH yJAJIEHHOTO
MOHHUTOpPHHTA 10 mpoTokosry SNMP v3.
2.1 3anaiite Mmectomonoxenue ycrpoiicte MSK, Russia
2.2 3apaiite koaTakT admin@wsr.ru
2.3 HUcnonwsyiite ums rpymmsl WSR.
2.4 Cozpaiite npoduiib TONBKO AJs uTeHus ¢ umeHem RO.
2.5 Hcnonwayitre ans 3amutsl SNMP mudposanue AES128 u ayrentuduxannto SHAL.
2.6 Hcnomp3yiiTe UMs OJIb30BaTeNs: SNMPUSEr 1 Tapoiib: SNMpPpPass
2.7 Jlns mpoBepKH BbI MOXKETE UCIIONBL30BaTh koMauay sSnmp_test HQ u snmp_test FW na SRV1.
3 Ha mapmpyruzatope HQI HacTpoiiTe pe3epBHOE KOMPOBAaHHE KOHPUTYPAIHH
3.1 PesepBHas komusi KOHQUTYpALIMU TOJDKHA cOXpaHAThesl Ha cepBep SRV mo mportokomy TFTP
MIPH KaXXIOM COXPaHEHUH KOH(QUTYPAITUH B TAMSITH yCTPOHCTBA
3.2 Jlns Ha3zBaHud (aiina pe3epBHOM KOMUU UCTIOB3YyiiTe mabnon <hostname><time>.cfg

Konguzypayua eupmyansnsix yacmnoix cemei

1 Ha mapupyruzaropax HQ1 u BR1 nacrpoiitre DMVPN:
1.1 HUcnons3yiite B kauectBe VTI nuntepdeiic Tunnell
1.2 Hcnonp3yiiTe ampecaiio B COOTBETCTBHU ¢ L3-muarpamMmoii
1.3 Pexxum — GRE
1.4 Hurepdeiic-uctounnk — Loopback-unrepdeiic Ha kaxx10M MapIIpyTH3aTOPE.
2 3ammuTa TyHHeINs JOJKHA oOecreunBaThes ¢ moMolnsko IPsec.
2.1 TTapameTpbl MOJUTHKY NEPBOU (a3bl:
2.1.1TIposepka nenoctHoctd — SHA-384
2.1.211Iudpposanne — AES-192
2.1.3T'pynna Auddu-Xsnmmana — 14
2.1.4Vicnonb3yiiTe ayTeHTU(UKAIUIO 110 KITFouy WSI.
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2.2 Tlapametpsl mpeoOpazoBaHus Tpaduka i BTOPOH (asbl:

2.2.1TIporoxon — ESP

2.2.211Iudposanne — AES

2.2.3TIpoBepka nenoctaoctr — MD5

3 Ha mexcereBom skpane FW1 HacTpoiite BO3MOXHOCTH IMOJKIIOYCHUS YJAICHHBIX KIHCHTOB C
nomoiibeo SSL-VPN
3.1 Cosznaiite Ha FW1 nokanbpHOTro0 moJib3oBaTesisi VPNUSEr ¢ maposiem CiSCO
3.2 KnueHTsl JOMKHBI MOJAKIIYAThCS C MOMOIIbI0 KineHTa AnyConnect, KoTopslii yCTaHOBIIEH Ha
PC2.

3.3 TMonkmroueHue TOJHDKHO MPOUCXOIUTH 10 aapecy 40.15.5.2.
3.4 Tlopxmouenue npoBepsATs ¢ PC2.

3.5 ToaxmounBLIMecs KIMEHTHI IOIKHBI TIOIYYHTh IOCTYII K cepBucam SRV,
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Tononozua L1

SRVL I15P1

A
]
l
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1) SysLog
2) RADIUS
3) SNMP
4) NTP
5) TFTP

Copyright © Coro3 «Bopiackumic Pocenst «39 CereBoe 1 CHCTEMHOE aIMUHHCTPHPOBAHHE) RC1819_TP39 30



Tononocua L2

1) SysLog
2) RADIUS
3) SNMP

4) NTP
5) TFTR

Copyright © Coro3 «Bopiackumic Pocenst «39 CereBoe 1 CHCTEMHOE aIMUHHCTPHPOBAHHE)

5W1

] Ethernet GOZ L0 trunk =il

HQ1

’ e
A —= Tioitilink PP |____§

[

VLANGDO

{ EtherChannal BOZ, 10 trunk |

EtherChannel 02 10Ltrunk h_i { VLANSOD |}
Sw2

FWw1

RC1819_TP39

31

\.
world skills
Russia



\.
world skills

Russia
Tononozua L3
Tunnell
SRV1 5.5.5.0/24
1) SysLog _- 2001::0/64 ~
2) RADIUS DATA - ~ AR 4
3; SNMP VLAN200 LoD 2001:A:B:1::1/64 - S~ - Lo0 2001:A:B:11::1/64
4) NTP 172.16.20.0/30 Lo01.1.1.1/32 - - Lo8.8.8.8/32 S~ R Lo011.11.11.11/32
5) TFTP - ISP1 ~ BR1

MGT
VLAN100
172.16.10.0/24

192.168.1.0/24
2001:A:B:111::0/64

OFFICE
VLAN300
30.30.30.0/24

Cisco AnyConnect
10.0.0.0/24
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Routing-ouazpamma

BGP AS65000

BGF AS65001

EIGRP A52018

BB8E/32 e
30.30.30.0/24
11.11.11.11/32
W-E-iﬂm 4-ﬂ_15-5-ﬂf3l} 33_33_33 ﬂ.;raﬂ
40.15.7.0/30 40.15.7.0/30 '
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4, KPUTEPUU OLUEHKH

B nanHoM paznene ompenesieHbl KPUTEPUU OIEHKH M KOJWYECTBO HAYUCISEMbBIX
O0aiioB (CyObEKTUBHBIE M OOBEKTHUBHBIC) Tabnuna 2. OOmee KOJIMYEeCTBO OallioB
3a/IaHUS/MOJTYJISl TIO BCEM KPUTEPUSIM OIIEHKH COCTaBIsET 45.

Tabmuma 2 — Kputepuu onieHKH

Paznen Kpurepuit OrnieHKn
CyOnekTuBHas OOBEKTUBHAS OOmasa
(ecam 3TO
MIPUMEHUMO)

A Mopayns A: «llycko-nHanagka
UHPPACTPYKTYpPhl Ha OCHOBE 0 15 15
OC cemeiicTBa Linux»

B Mopyne B: «llycko-Hamanka
UHPPACTPYKTYpPHl HA OCHOBE 0 15 15
OC cemeiictBa Windows»
C Monyns C: «llycko-Hananka 0 15 15
TEJIEKOMMYHHUKAIIHOHHOTO
000pyAOBaHUSD»

Wroro = 0 45 45

CyObexkTuBHBIC OLIeHKH - He mpuMeHnmo.
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5. MIPUJIOKEHMUSI K 3AJTAHUTO

1 Ilpunoowcenue 1 /lononnumenvhvie Hacmpouxu mooys B
2 Ilpunoosicenue 2 @aiinet RC1819 TP39  ModulB_Addons
3 [Ilpunosicenue 3 @aiinet RC1819 TP39  ModulC_Preconf
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[Tpunoxenue 1

JlonoyiHUTEIbHBIE HACTPOUKH MoayJis B

BBEJ/[EHUE

Hacrosimue nomnoaHeHus COACPKAT ONMUCAHUC BUJA NPCAYCTAHOBOK, OIMMCAHUC HUCIIOJIb3YCMbIX
OIICPAalMOHHBIX CUCTEM, PECKOMCHAAIIUHA 110 BBIACICHUIO PECYPCOB MJISI BUPTYAJIbHBIX MAIllMH.

OIIHCAHHUE IIPE/ITYCTAHOBOK

1 Jlns co3maHust caliToB managers.pest.com, www.pest.com u www.buda.pest.com wucrosb3yiite
npwiaraeMele maosoHbl. Pa3smectute mx B kadectBe I1SO-o0pa3a B XpaHumuiie cepBepa
BUPTYyaJIU3aIUH.

2 Excel-¢aiin s ummopra mosb3oBaresiel qoinkeH Haxoauthess Ha DC1 mo ampecy c:\users.xlIsx
(;1ubo 6bITH nOcTyTEH B kKayecTBe |1SO-00pa3a Ha cepBepe BupTyanusanuu). basossiit caumok DC1
JOJKEH co/iepkath 3To (aiin. B kauecTBe camoro aiina UCHoIbp3yiiTe MpuiaraeMbli madioH.

Onucanue NMPUMEHACMBIX OIICPAIIMOHHBIX CUCTEM

HNmsa koMnbroTEpa OnepanuoHHasi cucremMa

DC2 Windows Server 2016 GUI
CLI2 Windows 10 Enterprise

SRV?2 Windows Server 2016 Core
BRIDGE?2 Windows Server 2016 GUI
DC1 Windows Server 2016 GUI
SRV1 Windows Server 2016 Core
BRIDGE1 Windows Server 2016 Core
CLI1 Windows 10 Enterprise

DCA Windows Server 2016 GUI

PEKOMEH/JAIIHH 110 BBIIEJIEHHIO OINIEPATHBHOH ITAMATH JIIA BUPTYAJIbHBIX
MAIIIHH

— Windows Server 2016 Core: muaumym — 1 Gb, pexomennoBano — 1,5 Gb;
— Windows Server 2016 GUI: muaumym — 1,5 Gb, pekomengosano — 2 Gb;

— Windows 10 Enterprise: muaumym — 1,5 Gb, pekomenmoano — 2 Gb.
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